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Toad for Oracle
The development tool of
choice for database

The sssential tool for
efficient and accurate
Oracle DB development,
including debugging.
New for Toad for Oracle
W
* Querying and reporting

professionals world wide.

Toad for Oracle
Professional
Built with a focus on
bullding code with for
quality and maintainability

Includes all functionality
inthe Toad for Oracle
base edition, pius:

» Code Xpert
- Export File Browser

New for Toad for Oracle
a7

 Data generator for
creating multiple rows of
data for one ar mars
Cracle tables for testing
*“Top 20 list for
performing a quick code
quality check

Toad for Oracle 9.7 bpeveloper

Toad for Oracle Xpert Toad Development
Designed for developers Suite for Oracle
with SOL tuning Enables Database
responsibliities that Development Best

focus on database Practices and ensures

perfarmance that the best possible
Includes functionallty In code is deployed to

Toad for Oracle BRI
Professional, plus Quest
SOL Optimizer for Oracle:
= Automated SOL
optimizstion
* S0L scanning
+ Virtual Index generation
New for Toad for Oracle
8.7 SOL Optimizer 7.4
= Better organization and

Integrated suite of three

New for Toad for Oracle

usability in Batch o
Gptimizer r workflow
'""“P“r‘"; I tuning Benchmark Factory for
Databases allowing trace
* Summary repart for i
analyzed SOL in S6L iles to be pushed to

Benchmark Factory from
Toad to initiate a workload
raplay test

Scanner
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ansure the best

while minimizing the impact of changes on
the database environment,

New for Toad for Oracla 9.7:

= Trace File B
*RMAN Script tel

Toad for Oracle DB Admin
Module (formerly DBA Module)
Maintain database health and stability and

le parformancs,

‘Benchmark Factory for Databases

Toad for Oracle 9.7 pea

Toad DBA Suite for Oracle

Simplify common database administration tasks

and become more proactive in solving database-

related performance issues before end users are
impacted

The suite includes:
+Toad for Oracle Xpert, with DB Admin Module
~Spotlight on Oracle Standard Edition
“Toad Data Modsler

Oracle Edition

New for Toad for Oracle 9.7:

* Tighter workflow integration with Benchmark
Factory for Databases allowing trace files to be
pushed to Benchm actory from Toad to
Initiste a workload replay test

« The DB Admin Module must be purchased with or added onto another edition of Toad for Oracle.
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1. Settmgs (YRl f@dﬁi@ﬁﬁﬁ%?@ 10 -f)
[ Settings
-~ [ Show outpuk anly Far ‘bad’ conditions,
-« "] Suppress header for a database when report is emply,
-~ [ Include user comments ak bop of the report oukpuk,
- |1 For Ikems 29, 30, and 31, exclude objects in the 'USERS' tablespace(s),
-« |1 Plaw a cuskom scripk at the end of the health check,
« 7] Store results in table TOAD_HEALTH_CHECK in database being checked.
« 7] Sawe results to file: A TOAD_DEMOhealthcheck, htrm
-« 7] Archive resulks For differences report
-« 7] Save differences report to file: & TOAD_DEMOhealthcheckdiffs, htm
- [T always send resulks by email as HTML

2. Database(mlv[gl%’qﬁg* FIE!T 25 7F0)

[| Database

List connect time, version info, and a few basic items

List 5G4 usage skats

List archive log infa

Alert,Log - check for ORA-600 errors (all alertlog items require UTL_FILE access)
Alert,Log - lisk trace files with errors

Alert.Lag - show surmmaty

Alert,Log - mark file so next TOAD Health Check against it examines only new items
Alert,Log - save local copy in User Files dir

Check redo log sizes and quantities (min. groups: 3; min, members per group: 2)
List rollback seqments with a wait rakio = 1%

List dakafile IO distribution

List analyzed 545 and 3YSTEM objects (pre 1090 - can cause bad performance)

List unanalyzed 545 and S¥STEM objects (10qg - can cause bad performance)

List DB Links which are inaccessible

List users with SYSTEM as a kemporary kablespace

List users except 35S with SYSTEM as a default kablespace

List users with a non-existent temporary tablespace

List users with a non-existent defaulk tablespace

List tablespaces = 30%: fragmented having = 50 bokal extents

List tablespaces with < 10%: free space remaining

List segments which can't extend because there is not enough room in the tablespace,
Verify 33, 80U0% isn't in 3YSTEM kablespace

List dictionary managed tablespaces (S and newer)

Yerify AWR collection inkerval == 30 minukes, retention <= 90 days - 100 and newer

N00A0000A0AnNaAANAaNanAann

Verify sequence sws,audses$ has sufficent cache For high login rakes
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Schema  (e¥E[EH {4 FiT ' 33 )

Schema

List kables with no primary kew

Lisk kables with no unique key or index

List non-swskem tables with > 6 indexes

List tables with = 100 colurmns

List indexes with = & columns

Lisk kables with LOMG or LOMNG RAW datatypes

List partitioned tables with nonpartioned indexes

List tables with max row size = tablespace {or db) block size

List redundant indexes (same leading columns)

List primaty and unigue keys using non-unigue indexes - 9+

List Fareign kews with non-matching column definitions - causes poor performance
List foreign keys with no matching index on child table - causes locks
Lisk Foreign kews with mix of nullable and not nullable calumns

List unique keys with one or more nullable columns

Lisk objects with mixed-case names

List object tvpe counts by owner and tablespace

Lisk analyzed tables with = 5% chained rows and = 500 tokal rows
List analyzed table partitions with = 5% chained rows and = 500 katal rows
Lisk schemas with unanalvzed tables

List schemas with unanalyzed table partitions

Lisk schemas with unanalvzed indexes

List schemas with unanalyzed index partitions

List segments with a possible poorly sized next extent

List segrments with < 1% of extents remaining and = 10 maxextents
List segments with = 1000 extents

List jobs with braken = ¥

List jobs with MNexk Date = Swsdate

List jobs which have been running longer than 60 minutes

List objects For which there is a granted privilege buk no corresponding synonswm
List unusable indexes

List i alid objects

Lisk package bodies with no associated packages

List disabled constraints and kriggers

September 09 M-Power eNew
RFY B R R I R o AR PRI BRI -

Page 3 of 6



m, E'J’Jﬁ’ﬂl M-Power eNews

M-POWER sfomsarion SSD _;;“J{LIJH;%*F%“ HOWie Chen

m"

4. Vulnerability Assessment ({}’5{’6[@@3 ﬁﬁ,:‘gg | 23 2F)

[ ¥ulnerability Assessment

Lisk redundant object privileges with conflicking grant options

Lisk public swnonyms Ehak poink bo nonexistent objects

Lisk private synomwms that point to nonexiskent objects

Lisk roles not granted to any rale or user

Lisk profiles not granted to any user

Check if XML DB is inskalled

List hidden users

List nested roles

Lisk db links with passwaords

Lisk operating system authenticated users

Lisk powerful system privileges granted directly to users

Lisk powerful roles granted directly to users

Lisk object grants granted directly to users with grant option (follows schema settings)
Lisk system privieges granted directly to users with admin option (Follows schema settings)
Lisk roles granted directly o users with admin option (Follows schema setkings)
Lisk grants on 4§ views granted directly o users (Follows schema settings)
Lisk grants on 545 tables granted direckly bo users (Follows schema setkings)
Lisk usage of wulnerable profiles

Lisk powerful sys packages granted to PUBLIC

Check for DB&, RESQURCE, COMMECT roles

Lisk insecure initialization parameters

Lisk built-in users which are not expired and locked

1nnnnNNNANNANNAaNAaNnnnn

Lisk built-in Cracle ar 3rd party users with defaulk passwords
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| 83 |Flcu|es Granted to Users with Admin Option | | 4.4
| 84 |V Views Granted to Directly to Users | | 407
| 85 |55 Tables Granted to Directly to Users | | 118
| 85 |".|'I_|Ir1eraI:|IE Profiles | | 2
| 87 |Powerful SYS Packages Granted to Public | I
| 58 |E:{i5ter1::e and use of COMMECT, RESOURCE, and DBA roles | | 3
| 89 |Ir15e::|_|re Initialization Parameters | | 5
| =i |El|_|i|t in users which are not expired and locked | | 5

Top

Powerful SYS Packages Granted to Public - ORCL10
DEMS LOB

DEMS_RANDOM

DEMS_SCHEDULER

UTL_FILE

UTL_HTTP

UTL_SMTP

UTL_TCE

Top
Existence and use of CONNECT, RESOURCE, and DBA roles - ORCL10

CONNECT granted to 9 users or roles
DBA granted toe & users or roles
RESOURCE granted to 14 users or roles

Top
Insecure Initialization Parameters - ORCL10
msource_limit = FALSE

zudit_ sys_operations = FALSE
global names = FALSE

audit trail = NONE

2¢192 security = FALLSE

Top

Built in users which are not expired and locked - ORCL10
DBSHLFP

MGUT VIEW

5YS

SWSMAN

SYSTEM
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[ 7" HTML [ i #1791 » TOAD for Oracle vf| h ffithir- = &lf= ot Diffs Since
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El- Powerful privileges granted directly to users {2}
E| 200978721 [F 09:25:22 (2)
?-'UNLIHITED TABLESFPACE i= granted to 3COTT
{ L. ITMNLIMITED TABLESPACE is granted to TOAD
5 200978721 % 09:54:11 (2)
ITMLIMITED TABLEZPACE is granted to ICOTT with ADMIN option
‘e ITNLIMITED TAELESFPACE is granted to TOAD with ADMIN option
- Existence and use of COHHECT, RESOURCE, and DBA role=s {(2)
Ej]-- 200978721 EFF 09:25:22 (1)
ﬁ i DEA granted to 6 uUsSers or roles
E- 200978721 F2F 09:54:11 (1)
‘o DEA granted to § users or roles
- Powerful roles granted directly to users (1)
=- 2009f/8/21 F“F 09:54:11 (2)
?-!DBA iz granted to 3COTT with ADMIN option
‘e IDEA is granted to TOAD with ADMIN option
- S¥s Privs Granted to Users with Admin Option (1)
= 20098721 F“F 09:54:11 (2)
> 3COTT has UNLIMITED TAELESFPACE
‘o TOAD has TNLIMITED TAELESPACE
[+~ Roles Granted to Users with Admin Option {1}
= 20094/8/21 F“F 09:54:11 (2}
e BCOTT has DEL
“ TOALD has DEL
[+~ Built in u=sers which are not expired and locked {1}
=- 2009f8/21 F“F 09:54:11 (1)
L SCOTT

TOAD for Oracle DBA #8535 I Database Health Check =i » H{H# 'J'%’%ZEKE}’%S];E‘[%?& .
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